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ABSTRACT

The purpose of this research to study vulnerability and assessment of the impact of
Internet telephone system(IPPBX) from Denial of Service (DoS) method threats. By sending sip
invite message as denial of service to IPPBX from attacker server and sending sip invite message
through SIP PROXY SERVER (SIP PROXY) which is enable the Pike module to defense Dos
threats and testing result will be comparing by performance and resource utilization of the IPPBX
for both type of testing.

The results of testing show that a SIP PROXY with the Pike module able handle request
from attacker. By drop sip invite message to the IPPBX when number of calls per second equal to
call per second parameter which is defined in the Pike module. Resource consumption of the
IPPBX does not increase and not impact to service of system. As a result, the IPPBX is protected

from SIP PROXY which able defense DoS threats.

Keywords: Internet telephone system, Denial of Service, Sip proxy server, SIP INIVTE
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