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ABSTRACT

Today, IoT technology is applied in many industries. Or within everyday life, such as a
Smart Home. But the security technology of IoT technology has not been developed to be
effective and is not ready to deal with today’s cyberattacks. This research proposes cyberattacks
in the form of DDoS on IoT Smart Home systems to demonstrate the impact. The consequences
of the attack are device processing limit and the self-recovery capability of the device. It uses
TCP SYN Flood, HTTP GET Flood, ICMP Flood, and UDP Flood Attack, which are the most
common attack types and are often the top attack methods of choice. It shows the outcome of the
attack that affected the system. As a result, users cannot control or operate a device during a TCP
SYN Flood Attack. The HTTP GET Flood Attack demonstrates the processing capabilities of the
device. The ICMP Flood Attack and UDP Flood Attack provide a more bandwidth usage of

network. This makes running services over the network take longer.

Keywords: Cyber Attack, Raspberry Pi, DDoS, TCP SYN Flood, HTTP GET Flood, ICMP

Flood, UDP Flood
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