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Abstract

The increasing accessibility of electronic financial transactions, or online banking, has become a
catalyst for fraudsters who exploit this platform, particularly through the establishment of "mule" accounts.
This research aims to address the detection of such fraudulent activities within the financial system,
employing machine learning techniques and network data analysis. The objective is to identify significant and
suitable variables or factors for detecting fraudulent transactions, by applying machine learning and network
analysis to develop a model for this purpose. This involves selecting variables of relevance and
appropriateness for developing a predictive model that delivers effective results. This study created two
network-related variables: degree centrality and closeness centrality. Following this, feature selection was
conducted using an Extra Trees Classifier model to identify the top 9 important features. These were then
utilized to develop a model which manages imbalanced data using cost-sensitive approaches. The results were
then compared with models that did not use network analysis-related features. The most effective model was
the Extreme Gradient Boosting Tree (XGBoost) that incorporated network analysis-related features and
selected the top 9 important features. This model demonstrated less overfitting to the data compared to other
approaches and achieved a precision score of 74.88%, a recall score of 88.47%, an F-1 score of 81.11%, and

an accuracy of 99.77%.

Keywords: Fraud Detection, Network analysis, Machine learning, Imbalance Data
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