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ABSTRACT

In today's world, advancements in information technology and communication have rapidly
increased connectivity among individuals. People can easily interact and share their thoughts or personal
information with just a few clicks while simultaneously gaining easy access to information about others,
including personal histories, through social media or various search engines. The ability to access and distribute
personal information about someone else without their consent is a significant problem, as it can lead to
harassment and harm. This act is known as "Doxing" and is considered a form of cybercrime. It is often used to
impose social penalties or instigate hatred in society.

From the study of the legal provisions in special administrative regions like Hong Kong, Singapore,
the United States (specifically California and Arizona), and the Netherlands, it is found that the United States,

specifically California and Arizona, and the Netherlands, have enacted criminal provisions regarding the
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disclosure of personal information that may cause harm to others (Doxing) in their criminal codes. Special
administrative regions like Hong Kong and countries like Singapore have also criminalized Doxing through
separate legislation, distinct from general criminal laws. Furthermore, the Netherlands is showing a tendency to
develop Doxing as a criminal offense. In contrast, Thailand is a country that places great importance on personal
data privacy, having enshrined data protection rights in its Constitution under the Buddhist Era of 2560 (2017).
However, Thailand lacks a specific criminal law to address the unauthorized disclosure of personal information
that may cause harm to others (Doxing).

This research suggests that Thailand should consider introducing criminal provisions specifically
targeting the disclosure of personal information that may cause harm to others (Doxing). This addition would
serve to deter and penalize individuals who engage in or contemplate Doxing activities. It is suggested that such
provisions could be incorporated into Article 14 of the Computer Crime Act of 2017 (B.E. 2560), as Article 14
addresses offenses related to data intrusion into computer systems, which aligns with the nature of computer

crimes such as Doxing.

Keywords: Personal data, Unauthorized personal data disclosure leading to potential harm, Doxing
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“Cambridge Dictionary - Doxing - the action of finding or publishing private information about someone on the
internet without their permission, especially in a way that reveals their name, address, etc.: Doxing may be

carried out for law enforcement reasons, as well as being used to harass or victimize people.
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