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COMPUTER CRIME: A STUDY SPECIFICALLY ON PHISHING CASES

RELATED TO DEFRAUDING THE PUBLIC
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ABSTRACT

Computer crime in the present day is rooted in traditional criminal activities, becoming
increasingly severe and rapid through the utilization of technology as a tool for wrongdoing. Contemporary
computer crimes are diverse and more severe, particularly with phishing, which has wide-ranging impacts
across all sectors. Despite amendments and updates to Thailand's laws, such as the Computer Crime Act
(Version 2) B.E. 2560, to make them clearer and more contemporary, there are still limitations in
apprehending and penalizing offenders, and the punishment rates remain relatively low. This encourages
offenders to engage in criminal activities, seeing the anticipated bene fits outweighing the expected costs.

Additionally, specific legal measures to address phishing offenses have yet to be enacted.

A study of the laws in Germany, France, and the United States, particularly in the states of
Tennessee, New York, Utah, and California, reveals additional provisions regarding computer -related
offenses. These countries' legal systems closely resemble that of Thailand's, with additional provisions

addressing computer and computer data offenses separately from general criminal offen ses. However,
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specific legislation targeting phishing offenses is only present in the states of New York, Utah, California,

and Tennessee.

Therefore, Thailand should consider amending and further enhancing legislation to
encompass a broader range of criminal activities. Additionally, stricter penalties, including imprisonment,
should be imposed on phishing offenders to ensure that the costs of committing offenses are proportionate
to the anticipated benefits. Phishing not only impacts individual victims but also affects internet service
providers and government agencies. Thus, amendments to the Computer Crime Act B.E. 2550, including
amendments covering the nature of phishing offenses and the imposition of punitive damages, should be

enforced to protect victims of phishing and appropriately penalize offenders for their actions.
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