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ABSTRACT

From studying and working in safety with standards ISO27001:2013 used within the organization,
the researcher realized that there are some requirements that are constantly changing, namely in the security
system of electronic devices. Which is linked to confidence in work and confidence with customers in the area
of business that causes competition in business and standards of confidence with customers Therefore, the
creation and operation of the system occurred. ISO27001:2013 in order to have standards for organizations,
whether small, medium or large, to be able to develop and improve the organization in a comprehensive manner
from Human, Hardware, Software and others, leading to the proposal of information security management
measures. According to Annex A of ISO 27001:2013, All 14 points

To ensure that organizations of all sizes have plans for information security management in
accordance with the announcements of the Electronic Transactions Commission and in accordance with the
state enterprise quality assessment system. The researcher therefore recognizes the importance of studying
factors related to information security management. In order to have security in accordance with the
announcement of the Electronic Transactions Commission. Regarding policies and practices for maintaining
information security of government agencies, B.E. 2010, Royal Decree on Secure Methods for Electronic
Transactions, B.E. 2010, which has adopted ISO/ IEC 27001, which is an international standard for Information
Security Management System, is the framework for operations. in receiving standard certification, etc.

Keywords: Standards, Organization, Information Security
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1. Symmetric encryption

319N 3 Symmetric encryption

Encryption 1) AES-256

2. Asymmetric encryption (PKI-Public Key Infrastructure)

M9 4 Asymmetric encryption
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Encryption 1) AES-CBC mode 256 bit

2) RSA-3072 (2048)

Digital Signature 1) ECDSA-256 (Elliptic Curve Digital Signature Algorithm)
Hashing 1) SHA-256
Key Exchange 1) ECDH-256 (Elliptic Curve Diffie-Hellman)

3. Recommended protocol

M13197 5 Recommended protocol

File transfer 1) SFTP
2) HTTS

Email 1) S/MIME using digital certificates
2) PGP

3) TLS 1.2 or better

Remote-VPN 1) SSLv3

2) IPsec-v2/IPsec-v3 (and key strength refer to no. 1 & 2)

Web application 1) TLS1.2 or better (and key strength refer to no. 1 & 2)
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