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Abstract

This research simulated cyberattacks that generate massive traffics in layer 3 and 4
according to OSI layer using ICMP Flood, Smurf, TCP Scan Port and TCP Sync Flood. In order
to evaluate and compare the detection performances of the open source intrusion detection systems
between Snort and Suricata, the simulation based on a network system in a closed environment
similar to an intranet network of an organization is applied. The simulation performs attack and
detection which have specified factors as close to the actual situation in the computer network. The
performance relies on packet counting, detection speed, CPU usage and then use the experimental

result to calculate and compare the performances.
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It can be noted from the results of both Snort and Suricata which are conducted at the same
time under the same attack that both programs are similarly effective in detecting intrusion. However,
Snort has the better ability to detect an ICMP attack while the Suricata has the advantage of detecting

when a TCP attack occurs.
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